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Functions (FETRXHEEE)
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* Pack Operations (J\W &r—= S pl{LER)

1. META-INF/Index.xmID B h 4 i
eng) Create META-INF/Index.xml

2. META-INF/ManifestxmlD3IZRE T 7 1 )LD/ \v = 21BN S DEBIER
eng) Create META-INF/Manifest.xml with hash values
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eng) Packing to ZIP file with META-INF/*

* UnPack Operations (J\W &r—> g sRALER)

1. META-INF/Manifestxml(C K B& T 7 1 ILD)\ v = BB S AF TV D)
eng) Check hash values include files by META-INF/Manifest.xml

2. %0 7 1 )LODZIPHEERILIE
eng) Extract to all file

Configuration (Y —JLi&H%)


https://www.ossal.org/salproj/adpack.html
https://www.ossal.org/
https://www.jiima.or.jp/wp-content/uploads/policy/long-term-archiving-technical-guidebook-for-analytical-instrument-data_v1_j.pdf
https://www.w3.org/TR/xmldsig-core2/
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* adpack (A1 >WY—)L)

1. )\ —=T 7 A )LD REAE (Manifest.xml & Index.xmlD B Eh A 5K)
eng) Create package file. (create Manifest.xml and Index.xml)

2.[AT232N TULEITIT 7 AIUETE BIIRBERRD Indexxml ARk

eng) [opt] pre execute file. (ex) create origintal Index.xml file

3. [AT IV RRBEITIT 7 AIAEE BB A LRE > TEISEDRET
eng) [opt] post execute file. (ex) add Timestamp.tst or Signature.xml file

4. )\ —=T 7 A ) LODOEREREE (Manifestxml T KD E T 7 1)L \wW S 1 fELE)
eng) Extract package file with Manifest.xml hash values check

5. [AT S 3N REEEIT I 7 A IUETE BNBRYSY A LRY > TEDIRIEDEIT
eng) [opt] verify execute file. (ex) verify Timestamp.tst or Signature.xml file
* adtool (AT’ 3 >V—)b)

1. RFC 316 1THERDA 1 L RS > TEUS () URLIETE L TTimestamp.tstDAERK
eng) Get RFC 3161 TimeStamp Token. (ex) create Timestamp.tst by URL

2. RFC 316 1D A LRS > THEEE (E)TSASERAZEDIREE(FITLEEA
eng) Verify RFC 3161 TimeStamp Token. (notice) not verify TSA-Cert chain.
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eng) Get hash value from specify file.

DEMO (5 : {EL\SFDHI)

STD:AR#EBEEE (adpackdDdy)

o A1) )\ —4RK() N D) « test_pack.bat
o A2) )\ —=F T w7 test_check.bat
o A3) )\ —FRER (7> )\w ) : test_unpack.bat

OPT:AT'S, 3 H#HE (adtoolFPHUIC KB 1 ART T FIA)

o BN) FALRITME)I\wI—T454()\w D) : test_pack_timestamp.bat
o B2) HA LRI TRE)I\wo—fRE(D7>)\w ) : test_unpack_timestamp.bat

0) AIXE(RE(D A LI T5ED)

cmd> cd AdDataPackager/bin_win/Release
cmd>

AN NN —SER (N D) : test_pack.bat



cmd> test_pack.bat

> adpack -pack -in test -out testOut.zip -force -list

# -in test : input directory is "test".
# -out testOut.zip : output zip file is "test2.zip".
# -force : overwrite output zip file.
# -list : show all zipped file names.

---(execute adpack)------------------
Target from: test/

Create META-INF/Index.xml
Create META-INF/Manifest.xml

Pack to: "testOut.zip"
aaa.txt
data/input.pdf
META-INF/Index.xml
META-INF/Manifest.xml
---(end adpack)----------------co----

# test_pack.bat done.

cmd>

A2) N\ —F T W - test_check.bat

cmd> test_check.bat
> adpack -unpack -in testOut.zip -info -check -list

# -in testOut.zip : input zip file is "testOut.zip".

# -info : show Index.xml infos.
# -check : only Manifest.xml hash check (no extract files).
# -list : show all file names.

---(execute adpack)------------------

Package file:
testOut.zip

Index info:
Title: test
Date: 2022-02-06T21:36:33+09:00
User: miyachi
Host: DINOSAUR

File list:
aaa.txt (3 bytes)
data/input.pdf (9438 bytes)
META-INF/Index.xml (113 bytes)
META-INF/Manifest.xml (670 bytes)

Check from: "testOut.zip"
aaa.txt ...ok
data/input.pdf ...ok
META-INF/Index.xml ...ok

---(end adpack)------------c-cc-m----

# test_check.bat done.



cmd>

A3) I\ o —fRR(77 > )\ D) : test_unpack.bat

cmd> test_unpack.bat
> adpack -unpack -in testOut.zip -force -list
# -in testOut.zip : input zip file is "testOut.zip".
# -force : overwrite output extract files.
# -list : show all file names.
---(execute adpack)-------------o----
Check from: "testOut.zip"

aaa.txt ...ok

data/input.pdf ...ok

META-INF/Index.xml ...ok
Extract to: "testOut/"

aaa.txt

data/input.pdf

META-INF/Index.xml

META-INF/Manifest.xml
---(end adpack)---------------ooo---

# test_unpack.bat done.

cmd>

Bl) 4 LRI TFHEINY I —JER (WY D) : test_pack_timestamp.bat

cmd> test_pack_timestamp.bat

> adpack -pack -in test -out testTst.zip -force -post sample\\tst_get.bat -list

# -in test : input directory is "test".

# -out testTst.zip : output zip file is "testTst.zip".
# -post sample\\tst_get.bat : post execute for get timestamp.
# -force . overwrite output zip file.

# -list : show all zipped file names.

---(execute adpack)------------------

Target from: test/

Create META-INF/Index.xml
Create META-INF/Manifest.xml

Post Execute: 'sample\\tst_get.bat "test/" "test/META-INF/Manifest.xml"'
Output tst to: 'test/META-INF/Timestamp.tst'

Pack to: "testTst.zip"
aaa.txt
data/input.pdf
META-INF/Index.xml
META-INF/Manifest.xml
META-INF/Timestamp.tst



=co(@nE arpRek)-cerreesscsscssessssas
# test_pack_timestamp.bat done.

cmd>

B2) #A LRI TIEINY r— R (77 > )\ ) : test_unpack_timestamp.bat

cmd> test_unpack_timestamp.bat
> adpack -unpack -in testTst.zip -force -verify sample\\tst_verify.bat -list

# -in testTst.zip : input zip file is "testTst.zip".
# -force : overwrite output extract files.
# -verify sample\\tst_verify.bat : verify execute for timestamp.

# -list : show all file names.

---(execute adpack)------------------

Check from: "testTst.zip"
aaa.txt ...ok
data/input.pdf ...ok
META-INF/Index.xml ...ok

Extract to: "testTst/"
aaa.txt
data/input.pdf
META-INF/Index.xml
META-INF/Manifest.xml
META-INF/Timestamp.tst

Verify Execute: 'sample\\tst_verify.bat "testTst/"'
Timestamp Token Check: valid.
Timestamp Date: 2022-02-06T21:42:45 (202202061242457)
Target Hash Value: SHA-2(256)
0x52090BF106CDF6FE@3271FAE61C3DE108115377B38E32FEA709D30DA77AEF3D4
TSA Certificate:
Subject: CN=LE TSA 200020,0U=demo user,O=LangEdge,C=3JP
Issuer : CN=LangEdge CA Root ©02,0U=demo,O=LangEdge,C=JP
Serial : 0x200020
Not Before: 2018-04-01T09:00:00 (20180401000000Z)
Not After : 2026-04-01T09:00:00 (20260401000000Z)
* NOTICE: TSA certificates chain is not check.

---(end adpack)------------c-cc-no-o-
# test_unpack_timestamp.bat done.

cmd>

Requirement (iKFS51 7 S V)

ZipLib = libxml2 = OpenSSL
adpack  *USED *USED ---

adtool === *USED *USED


https://bitbucket.org/wbenny/ziplib/
http://xmlsoft.org/
https://www.openssl.org/

Usage (fEA75X)

adpack (A >W—JL)

AdDataPackager : Advanced Data Packager (adpack) Beta2
Copyright (c) OsSAL.org. All Rights Reserved.

* Create Pakcage (Zip) file.
> adpk -pack [-options] -in <target-dir> ( -out <package-path> )

-in <target-dir> : specify input target data directory. (require)
-out <package-path> : specify output package zip file path. (optional)
[default package name is "<target-dir>.zip"]

options: optional arguments.

-hash <s256/s384/s512/shal> : specify hash algorithm. [default=s256]
s256: SHA256(SHA-2/32bytes). [default setting]
s384: SHA384(SHA-2/48bytes).
s512: SHA512(SHA-2/64bytes).
shal: SHA-1(20bytes). [not recommended]

-force : specify no confirm overwriting zip file.
-silent : do not output operation informations.

-list : show file names being processed.

-pre <pre-exec> : specify pre execute file. (optional)

execute "<pre-exec> <target-dir>" before manifest.
[default create simple META-INF/Index.xml]
note: create META-INF/Index.xml file.
-post <post-exec> : specify post execute file. (optional)
execute "<post-exec> <target-dir> <manifest-path>" after manifest.
[default nothing to do.]
note: create META-INF/Signature.xml or META-INF/Timestamp.tst file.

example:

ex1l) packing 'testdata' directory.
> adpk -pack -in testdata
ex2) packing current directory with specify hash alrorithm.
> adpk -pack -hash s512 -in .
ex3) show packing file name and specify output package (zip) file.
> adpk -pack -list -in testdata -out mypackage.zip
ex4) specify pre-exec for add original 'META-INF/Index.xml'.
> adpk -pack -in testdata -pre index_make.bat
ex5) specify post-exec for add 'META-INF/Signature.xml’.
> adpk -pack -in testdata -post add_sign.bat
ex6) specify pre-exec and post-exec for add 'META-INF/Timestamp.tst'.
> adpk -pack -in testdata -pre index_make.bat -post add_timestamp.bat

* UnPakcage (Unzip) file.
> adpk -unpack [-options] -in <package-path> ( -out <extract-dir> )

-in <package-path> : specify input package zip file path. (require)
-out <extract-dir> : specify output extract directory. (optional)

options: optional arguments.

-info : show package information.
-force : specify no confirm overwriting output extract directory.
-silent : do not output operation informations.

-1list : show file names being processed.



-check : check hash value of target file of 'Manifest.xml'. (no extract)
-nocheck : extract (unzip) only. (no check)
-verify <verify-exec> : specify verify execute file. (optional)

execute "<verify-exec> <extract-dir>" after check

[default nothing to do.]

note: verify 'META-INF/Signature.xml’ file.

example:

ex1l) simple (extract and check).
> adpk -unpack -in testdata.zip
ex2) package check only and specify extract-dir.
> adpk -unpack -check -in testdata.zip -out "C:\temp\"
ex3) package extract and check and show file list.
> adpk -unpack -list -in testdata.zip
ex4) package check only and no extract (delete extract directory).
> adpk -unpack -check -in testdata.zip
ex5) extract and check and specify verify-exec.
> adpk -unpack -in testdata.zip -verify verify.bat

* Utility.
> adpk -opt [-options] -in <file-path>
-in <file-path> : specify input file path. (require)
options: optional arguments.

-hash <s256/s384/s512/shal> : show hash value. [default=s256]
$256: SHA256(SHA-2/32bytes). [default setting]
s384: SHA384(SHA-2/48bytes).
s512: SHA512(SHA-2/64bytes).
shal: SHA-1(2@bytes).
-hex : show hash value by HEX string. [default=off(Base64)]

example:

ex1l) show Base64 SHA256 hash value of target.file.
> adpk -opt -hash -in tagert.file

ex2) show HEX SHA512 hash value of target.file.
> adpk -opt -hash s512 -hex -in tagert.file

adtool (AT’>3>V—)b)

AdDataTool : Advanced Data Tool (adtool) Beta2
Copyright (c) OsSAL.org. All Rights Reserved.

* Get Timestamp Token from RFC 3161 server.
> adtool -get [-options] -target <hash-target> -out <tst-file>

-target <hash-target> : specify input hash target file path. (require)
-out <tst-file> : specify output timestamp token (tst) file path. (require)

options: optional arguments.

-hash <s256/s512/shal> : specify hash algorithm. [default=s256]
s256: SHA256(SHA-2/32bytes). [default setting]
s512: SHA512(SHA-2/64bytes).
shal: SHA-1(20bytes). [not recommended]
-force : specify no confirm overwriting tst file.
-ts <url> [id] [passwd] : specify timestamp server url.
(opt: [id] and [passwd] are use for BasicAuth)



example:

ex) get tmp.txt timestamp token from https://www.langedge.jp/tsa.
> adtool -get -ts https://www.langedge.jp/tsa -target tmp.txt -out tmp.tst

* Verify Timestamp Token.
> adtool -verify [-options] -target <hash-target> -in <tst-file>

-target <hash-target> : specify input hash target file path. (require)
-in <tst-file> : specify input timestamp token (tst) file path. (require)

options: optional arguments.
-detail : show verify detail.
example:

ex) verify tmp.tst
> adtool -verify -target tmp.txt -in tmp.tst

Author (fE&)

e Author: Naoto Miyachi / OsSAL.org
e E-mail: miyachi@langedge.jp

License (511> R)

"AdDataPackager" is under MPL2.0 license.

History (FEEE)

Beta5: 2023/02/01

1. ZBEEDZEDT « LU bW PackiiRIRWGENH DREDIELE.
eng) Fixed a problem where empty multi-level directories could not be packed.

Beta4: 2023/01/27

1. ZZDF 1 L hUNPackH KR \EREDIELE
eng) Fixed a problem where empty directories could not be packed.

2. ZBEEBDT « LU NUMUnPackit SRRV \REIREDIELE o
eng) Fixed a problem that multi-level directories cannot be UnPacked.

Beta3: 2022/12/26

1. SHIFT-JISD" V" « "KR" « "+"EFED/)\W I RS WY 2 1 2 EVXFDPackFFDREIEDIELE.
eng) Fixed a problem when packing file names with backslashes in multibyte.
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https://www.mozilla.org/en-US/MPL/2.0/

Beta2: 2022/11/30

1. Z7AIBA ZINEODT 7 A )LD RHAELE .
eng) Fixed a problem of size zero file.

2. RILVFINA KT 71 )LBDUNnPackBFDRIREDIELE o
eng) Fixed a problem when unpacking multibyte file names.

3. Zipd 7 A IVAD T 7 A )LEIBREF [C TS — (CIR SRV RIEDIELE .
eng) Fixed a problem that an error does not occur when deleting files in Zip files.

Betal: 2022/03/18

1. &HDYUYU—X
eng) 1st release version.



